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PROBLEM TO BE SOLVED: To protect digital contents 
from illegal copying and to record the contents with a 
DVCR, which does not meet the standards of DTCP 
(Digital Transmission Content Protection). 
SOLUTION: A converting device 4 which meets the 
standards of DTCP extracts a key used for ciphering and 
deciphering from a ciphered TS packet from a digital CS 
tuner by an MPEG link IC 32, and a CPU 35 stores the 
key to a key memory 37 while relating the key to an 
index for specifying it. Further, a packet division part 33 
converts the ciphered TS packet into a DIF block which 
can be recorded by a DVCR and a computing element 
34 adds the index made to correspond to the key at the 
position where the key is included in the DIF block. The 
resulting DIF block is outputted to an external DVCR and recorded. 
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JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is the block diagram showing the example of a configuration of the gestalt of 1 operation 
of the digital satellite broadcasting service receiving system which applied this invention. 
[Drawing 2] It is the block diagram showing the example of a configuration of the digital CS tuner 2 of 
drawing 1 . 

[Drawing 3] It is the block diagram showing the example of a configuration of the inverter 4 of drawing 

[Drawing 4] It is drawing for explaining processing of the packet division section 33 of drawing 3 . 
[Drawing 5] It is drawing for explaining processing of the computing element 34 of drawing 3 . 
[Drawing 6] It is a flow chart for explaining processing of the inverter 4 of drawing 3 in the case of 
recording by DVCR5. 

[Drawing 7] It is a flow chart for explaining processing of the inverter 4 of drawing 3 in the case of 
reproducing by DVCR5. 

[Drawing 8] It is the block diagram showing the example of a configuration of the gestalt of other 
operations of the digital satellite broadcasting service receiving system which applied this invention. 
[Drawing 9] It is the block diagram showing the example of a configuration of the digital CS tuner 51 of 
drawing 8 . 

[Drawing 10] It is drawing for explaining the record medium which applied this invention. 
[Drawing 11] It is the block diagram showing the example of a configuration of the computer 101 of 
drawing 10 . 

[Description of Notations] 

1 Antenna 2 Digital CS Tuner, 3 Monitor 4 Inverter 5 DVCR 12 The front end section, 13 A 
descrambler, 14 A switch, 15 DEMUX 16 AV decoder, 17 OSD processing section 18 A D/A converter, 
19 FAI IC 20 Link IC 21 CPU 22 Memory, 31 FAI IC 32 The MPEG link IC 33 Packet division section 
34 A computing element, 35 CPU 36 memory 37 key memory 38 computing elements 39 The FIFO 
section The 39A input FIFO 39B Output FIFO 40 The SD link IC 41 FAI IC 42 A PLL circuit, 43 Cycle 
timer 44 A comparator, 45 The index extract section, 46 The packet composition section, 51 Digital CS 
tuner 61 packet division section, 62 The packet composition section, 63 A key memory and 101 A 
computer, 102 Hard disk 103 semiconductor memory, 1 1 1 A floppy disk, 1 12 CD-ROM, 1 13 An MO 
disk, 114 DVD 115 Magnetic disk 116 Semiconductor memory 121 download site 122 Satellite 131 A 
network, 141 Bus 142 CPU 143 ROM 144 RAM 145 Input/output interface 146 Display 147 Input , 
section 148 Communications department 149 drives 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention transmits digital contents to a data processor and the data- 
processing approach, and a list through an IEEE1394 serial bus etc. especially about a record medium, 
and relates to a record medium at the data processor and the data-processing approach a substandard 
recording apparatus also enables it to perform the record, and a list. 
[0002] 

[Description of the Prior Art] For example, since it can perform an isochronous (isochronous) transfer of 
data, the communication link by IEEE(Institute of Electrical and Electronics Engineers) 1394 
specification which is one of the serial bus specification is suitable for the transfer of digital data with 
the need of reproducing on real time, such as an image and voice, further, also has the request of the 
multimedia communication in recent years, and attracts attention greatly. 

[0003] By the way, since digital contents, such as a digital video data and digital audio data, can be 
copied repeatedly, without degrading the image quality and tone quality, they need to protect the 
copyright person etc. from an illegal copy. 

[0004] Then, 5CDTCP (Five Company Digital Transmission Content Protection) (suitably henceforth 
DTCP) was defined by five companies including Sony Corp. which is this applicant as specification for 
protecting the digital contents when transmitting digital contents among the equipments connected 
through the IEEE 1394 serial bus. 

[0005] In DTCP, in advance of transmission of the digital contents which are not copy free-lancers, a 
receiving side attests mutually whether the copy control information for controlling a copy can be dealt 
with correctly, enciphers and transmits digital contents to it in a transmitting side after that, and decodes 
the enciphered digital contents in a receiving side. 

[0006] Encryption of the digital contents by DTCP generates the key which carries out time amount 
change, and is performed using the key. The enciphered digital contents are transmitted in IEEE 1394 
serial bus tops including the key used for the encryption, and the enciphered digital contents are decoded 
in a receiving side using the key contained there. 

[0007] Here, according to DTCP, the flag with which the modification timing of the key used for the 
initial value of a key and encryption of digital contents is expressed to accuracy is included in the 
enciphered digital contents (suitably henceforth encryption contents). And at a receiving side, by 
changing too the initial value of the key contained in the encryption contents to the timing of the flag 
contained in the encryption contents, the key used for encryption is generated and encryption contents 
are decoded. In addition, if the key for performing the decode to encryption contents is contained in this 
description, even if it will think that it is equivalent, in order not to interfere, below, it shall think such. 
[0008] 

[Problem(s) to be Solved by the Invention] As mentioned above, for example, the digital contents which 
received with the digital CS (Communication Satellite) tuner are unrecordable through an IEEE 1394 
serial bus by substandard DVCR (Digital x Video Tape Recoder) which cannot deal with copy control 
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information correctly. 

[0009] However, it is expected that the needs to a utilization gestalt which transmits the digital contents 
which received with the digital CS tuner to DVCR, and records them on videotape through an IEEE 1394 
serial bus increase from now on. 

[0010] Moreover, although digital contents can be protected from an illegal copy if the encryption 
contents which a digital CS tuner outputs are recorded on videotape as it is by DVCR, it cannot view 
and listen to the encryption contents recorded on videotape. That is, in the former, it was difficult to 
reproduce the encryption contents recorded by DVCR, to input into a digital CS tuner, and to perform 
the decode. 

[001 1] This invention can be made to perform recording by substandard DVCR etc. while it is made in 

view of such a situation and protects digital contents from an illegal copy. 

[0012] 

[Means for Solving the Problem] A key extract means to extract the key by which the data processor of 
this invention is contained in encryption data, A storage means to match a key with the index for 
specifying it, and to memorize it, The 1st format conversion means which changes encryption data into 
the data of a predetermined format, An index addition means to add the index matched with the key to 
the location where the key of the data of a predetermined format was contained, The 1st output means 
which outputs outside the data of a predetermined format with which the index was added, An index 
extract means to extract an index from the data of the predetermined format supplied from the outside, 
The 2nd format conversion means which changes the data of a predetermined format into the encryption 
data of the original format, It is characterized by including a key addition means to add the key matched 
with the index to the location where the index of encryption data was contained, and the 2nd output 
means which outputs outside the encryption data with which the key was added. 
[0013] Encryption data can be made into a transport stream. 

[0014] The data of a predetermined format can be used as the data of a DIF (Digital Interface) format. 
[0015] The specification of the equipment which receives the data of a predetermined format by which 
encryption data were connected to whether a copy is permitted and or not the exterior can be made to 
restrict the output of the data of a predetermined format to the 1st output means. Moreover, the 1st 
output means can be made to operate the copy control information for controlling the copy about the 
data when outputting the data of a predetermined format. 

[0016] The key extract step which extracts the key by which the data-processing approach of this 
invention is included in encryption data, The storage step which matches a key with the index for 
specifying it, and memorizes it, The 1 st format conversion step which changes encryption data into the 
data of a predetermined format, The index addition step which adds the index matched with the key to 
the location where the key of the data of a predetermined format was contained, The 1st output step 
which outputs outside the data of a predetermined format with which the index was added, The index 
extract step which extracts an index from the data of the predetermined format supplied from the 
outside, The 2nd format conversion step which changes the data of a predetermined format into the 
encryption data of the original format, It is characterized by including the key addition step which adds 
the key matched with the index to the location where the index of encryption data was contained, and 
the 2nd output step which outputs outside the encryption data with which the key was added. 
[0017] The key extract step which extracts the key by which the record medium of this invention is 
contained in encryption data, The storage step which matches a key with the index for specifying it, and 
memorizes it, The 1st format conversion step which changes encryption data into the data of a 
predetermined format, The index addition step which adds the index matched with the key to the 
location where the key of the data of a predetermined format was contained, The 1st output step which 
outputs outside the data of a predetermined format with which the index was added, The index extract 
step which extracts an index from the data of the predetermined format supplied from the outside, The 
2nd format conversion step which changes the data of a predetermined format into the encryption data of 
the original format, It is characterized by recording the program containing the key addition step which 
adds the key matched with the index to the location where the index of encryption data was contained, 
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and the 2nd output step which outputs outside the encryption data with which the key was added. 
[0018] The key contained in encryption data in the record medium at the data processor of this invention 
and the data-processing approach, and the list is extracted, and the key matches with the index for 
specifying it, and is memorized. Furthermore, encryption data are changed into the data of a 
predetermined format, and the index matched with the key is added to the location where the key of the 
data of the predetermined format was contained, and it is outputted to it outside. On the other hand, an 
index is extracted and the data of the predetermined format are changed into the encryption data of the 
original format from the data of the predetermined format supplied from the outside. And the key 
matched with the index is added to the location where the index of encryption data was contained, and it 
is outputted to it outside. 
[0019] 

[Embodiment of the Invention] Drawing 1 shows the example of a configuration of the gestalt of 1 
operation of the digital satellite broadcasting service receiving system which applied this invention. 
[0020] It is received by the antenna 1 and the digital satellite broadcast wave broadcast from digital 
Satellite Broadcasters which does not illustrate is supplied to the digital CS tuner 2. The digital CS tuner 
2 has a specification based on DTCP, from the signal supplied from an antenna 1, it detects the input 
signal of a predetermined frequency band, gets over, and makes it an MPEG (Moving Picture Experts 
Group) transport stream. Furthermore, in the digital CS tuner 2, the thing of one predetermined channel 
is extracted among TS packets (Transport Stream packet) which constitute the transport stream, and 
MPEG 2 decoding of the video data and audio data which are contained in the extracted TS packet and 
by which MPEG 2 encoding was carried out is carried out. And the video data or audio data obtained as 
a result of the decoding is supplied to a monitor 3, and is outputted as a display or voice as an image, 
respectively. 

[0021] Moreover, in the digital CS tuner 2, from a transport stream, TS packet of one or more channels 
is extracted, and it is enciphered by the method based on DTCP. And the enciphered TS packet 
(following, suitably encryption TS packet) is supplied to an inverter 4 through an IEEE 1394 serial bus. 
[0022] Here, an inverter 4 performs the communication link based on DTCP, when exchanging digital 
contents between the digital CS tuners 2 through an IEEE1394 serial bus. Therefore, all, after the digital 
CS tuner 2 and an inverter 4 perform mutual recognition, using the key which carries out time amount 
change, they encipher digital contents and output them to the encryption contents obtained as a result on 
an IEEE 1394 serial bus including the key used for encryption. 

[0023] In an inverter 4, format conversion of the encryption TS packet from the digital CS tuner 2 is 
carried out to the DIF (Digital Interface) block of SD (Standard density) specification, and it is supplied 
to DVCR5 through an IEEE1394 serial bus. In DVCR5 which is DV (Digital Video) device, the DIF 
block from an inverter 4 is recorded on the digital video tape which is not illustrated. 
[0024] Here, about the DIF format, the detail is indicated by Specification of Consumer Use Digital 
VCRs summarized in HD Digital VCR Conference, for example. 

[0025] Furthermore, in DVCR5, the DIF block recorded on the digital video tape is reproduced, and an 
inverter 4 is supplied through an IEEE 1394 serial bus. In an inverter 4, format conversion of the DIF 
block from DVCR5 is carried out to the original encryption TS packet, and it is supplied to the digital 
CS tuner 2 through an IEEE1394 serial bus. In the digital CS tuner 2, the encryption TS packet from an 
inverter 4 is decoded using the key contained there, and MPEG decoding is further carried out. And the 
video data or audio data obtained as a result of the decoding is supplied to a monitor 3, and is outputted 
as a display or voice as an image, respectively. 

[0026] Next, drawing 2 shows the example of a configuration of the digital CS tuner 2 of drawing 1 . 
[0027] The input signal outputted when an antenna 1 receives a digital satellite broadcast wave is 
supplied to the front end section 12. 

[0028] The front end section 12 performs the recovery of the input signal from an antenna 1 etc., obtains 
a transport stream, and supplies it to a descrambler 13. A descrambler 13 solves the scramble which lasts 
to the transport stream from the front end section 12, and supplies it to a switch 14. A switch 14 chooses 
the transport stream supplied from a descrambler 13, and outputs it to DEMUX (demultiplexer)! 5. 
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[0029] Under control of CPU21, from the transport stream supplied from a switch 14, DEMUX15 
extracts TS packet of a predetermined channel, and supplies it to the AV decoder 16. The AV decoder 
16 carries out MPEG (Moving Picture Experts Group) decoding of the TS packet from DEMUX15 
under control of CPU21, and outputs the video data and audio data which are obtained as a result to the 
OSD (On Screen Display) processing section 17. In the OSD processing section 17, under control of 
CPU21, the video data from the AV decoder 16 is overlapped on a required predetermined image (for 
example, sound volume and the display of the channel chosen), and it is outputted to the D/A 
(Digtal/ Analog) converter 18. By carrying out D/A conversion of the digital contents (here a video data 
and audio data) which the OSD processing section 17 outputs, D/A converter 18 considers as an analog 
signal, for example, is outputted to monitor 3 grade. 

[0030] As for the digital contents broadcast as digital satellite broadcasting service as mentioned above, 
an indication etc. is given in a monitor 3. 

[0031] On the other hand, in recording the digital contents broadcast as digital satellite broadcasting 
service, a switch 14 chooses the transport stream from a descrambler 13, and supplies it to a link (LINK . 
Integrated Curcuit) IC 20. Under control of CPU21, a link IC 20 processes the link layer in the layer 
structure of an IEEE 13 94 serial bus, and also enciphers the transport stream from a switch 14 based on 
DTCP. Namely, a link IC 20 carries out the encryption TS packet of the key further by inserting in the 
location in front of the first TS packet enciphered by the key etc. (addition) by enciphering a transport 
stream using 8 bytes of key changed every about 30 seconds. And a link IC 20 arranges this encryption 
TS packet to an isochronous (Isochronous) packet, and supplies it to FAI (PHY IC) IC 19. FAI IC 19 
carries out the isochronous transfer of the isochronous packet from a link IC 20 through an IEEE 1394 
serial bus at an inverter 4. 

[0032] TS packet as digital contents broadcast as digital satellite broadcasting service as mentioned 
above is supplied to an inverter 4 through an IEEE 1394 serial bus, and in an inverter 4, after processing 
of the conversion and others to a DIF block etc. is performed, it is supplied and recorded on DVCR5 
through an IEEE1394 serial bus. 

[0033] Next, when reproducing the digital contents recorded by DVCR5 as mentioned above, in 
DVCR5, the DIF block as the digital contents is reproduced, and an inverter 4 is supplied through an 
IEEE1394 serial bus. In an inverter 4, processing of the conversion and others to TS packet etc. is 
performed to the DIF block from DVCR5. Furthermore, the isochronous packet by which TS packet has 
been arranged consists of inverters 4, and an isochronous transfer is carried out through an IEEE 1394 
serial bus at the digital satellite tuner 2. 

[0034] In the digital satellite tuner 2, in FAI IC 19, the isochronous packet by which TS packet 
(encryption TS packet) from an inverter 4 has been arranged is received, and a link IC 20 is supplied. A 
link IC 20 decodes the encryption TS packet arranged from FAI IC 19 to an isochronous packet under 
control of CPU21 using the key to which it is added there (contained), and supplies it to a switch 14. A 
switch 14 chooses TS packet from a link IC 20, and outputs it to DEMUX15, in DEMUX15, the AV 
decoder 16, the OSD processing section 17, and D/A converter 18, the same processing as the case 
where it mentions above is performed hereafter, and the image and voice as digital contents which were 
recorded by DVCR5 are outputted from a monitor 3. 

[0035] In addition, the packet which received the link IC 20 from FAI IC 19 outputs the packet to a 
switch 14, when AV data (a video data, audio data) are arranged. Moreover, the packet which received 
the link IC 20 from FAI IC 19 outputs the packet to CPU21, when a command is arranged. 
[0036] Moreover, CPU21 is performing the program memorized by memory 22, and it performs the 
transaction layer in the layer structure of an IEEE 1394 serial bus, processing of serial bus management 
(Serial Bus Management), etc. while it controls DEMUX15, the AV decoder 16, and the OSD 
processing section 17. 

[0037] Furthermore, memory 22 has memorized the program (firmware) for making control of 
DEMUX15, the AV decoder 16, and the OSD processing section 17, and processing of a transaction 
layer and serial bus management perform to CPU21. Moreover, memory 22 stores required data 
temporarily on actuation of CPU21 . 
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[0038] Next, drawing 3 shows the example of a configuration of the inverter 4 of drawing 1 . 
[0039] FAI IC 31 transmits and receives the data exchanged between the digital CS tuners 2 through an 
IEEE 1394 serial bus. That is, FAI IC 31 transmits the packet from the MPEG link IC 32 to the digital 
CS tuner 2 through an IEEE1394 serial bus while it receives the packet transmitted from the digital CS 
tuner 2 through an IEEE 1394 serial bus and supplies it to the MPEG link (MPEG-LINK-IC) IC 32. 
[0040] The MPEG link IC 32 extracts the key (Key) added to the encryption TS packet, and supplies it 
to CPU35 while it supplies the encryption TS packet supplied from FAI IC 31 to the packet division 
section 33. Furthermore, the MPEG link IC 32 receives the key supplied from CPU35, is added to the 
original location of the encryption TS packet to which the key is supplied from the packet composition 
section 46 (insertion), and is supplied to FAI IC 3 1 . 

[0041] The packet division section 33 changes the encryption TS packet from the MPEG link IC 32 into 
a DIF block. 

[0042] That is, in a format as it is, since TS packet is unrecordable by DVCR5, it is changed into a DIF 
block recordable by DVCR5 in the packet division section 33. 

[0043] Specifically, a DIF block consists of 80 bytes, as shown in drawing 4 (A). And ID 
(Identification) for identifying a DIF block to 3 bytes of the head is arranged, and data are arranged at 
the remaining 77 bytes. 

[0044] On the other hand, generally TS packet consists of 188 bytes. For this reason, as TS packet is 
divided and it is shown in drawing 4 (B), the packet division section 33 is dividing into three DIF blocks 
and arranging, and changes TS packet into a DIF block. 

[0045] That is, as shown in drawing 4 (A), ID is arranged at 3 bytes of the head of three DIF blocks. 
Furthermore, after 3 bytes of ID, 13 bytes of 0 as dummy data is arranged for all three DIF blocks. And 
in three DIB blocks, 188 bytes of TS packet is divided into the remaining 64 bytes after dummy data, 
and it is arranged. However, with the gestalt of operation of drawing 4 , among three DIF blocks, 
although every 64 bytes of 188 bytes of TS packet (TRS) are arranged at the beginning and the 2nd DIF 
block, the time stump (TS (Time Stamp)) which are the remaining 60 bytes of 188 bytes of TS packet 
and 4 bytes which the cycle timer 43 mentioned later outputs is arranged at the last DIF block. 
[0046] Return and a computing element 34 add the index supplied from CPU35 to a DIF block from the 
packet division section 33, and output it to a computing element 38 at drawing 3 . Namely, CPU35 
receives the key added to the encryption TS packet supplied from the MPEG link IC 32. The index 
which can specify keys, such as the present time, is supplied to matching, and the index is supplied to a 
computing element 34. A computing element 34 The index which makes it such and is supplied from 
CPU35 is added to the DIF block with which the encryption TS packet to which the key matched with 
the index was added has been arranged. Therefore, according to the index added to the DIF block, it can 
recognize whether the key matched with which location of the sequence of the encryption TS packet 
which the MPEG link IC 32 outputs to the packet division section 33 by the index is arranged. 
[0047] Here, a DIF block is transmitted to DV device of DVCR5 grade considering 150 blocks as one 
unit, as shown in drawing 5 , and 149 BUROTSU except a top DIF block (called a header section 
(Header section)) is recorded on one truck of a digital video tape among the DIF block of 150. The index 
matched with the key used for decoding the encryption TS packet arranged at the DIF block which 
constitutes a unit as shown in drawing 5 from a computing element 34 is arranged at the predetermined 
DIF block of the DIF block shown by V0 in drawing 5 . 

[0048] Again, return and CPU35 perform various kinds of processings to drawing 3 by performing the 
program memorized in memory 36. 

[0049] That is, to the key added to the encryption TS packet supplied from the MPEG link IC 32, an 
index is supplied to matching and CPU35 supplies the index to a computing element 34, as mentioned 
above. Furthermore, CPU35 makes a key memory 37 supply and memorize the group of the matched 
index and key. Moreover, CPU35 receives an index from the index extract section 45, reads the key 
matched with the index from a key memory 37, and supplies it to the MPEG link IC 32. Furthermore, 
CPU35 controls the FIFO (First In First Out) section 39 and the SD link (SD-LINK-IC) IC 40. 
[0050] Memory 36 has memorized the program for making processing which was mentioned above to 
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CPU35 perform. Furthermore, memory 36 stores required data temporarily on actuation of CPU35. A 

key memory 37 stores temporarily the group of the index supplied from CPU35, and a key memory. In 

addition, at DTCP, since 8 bytes of key used for encryption/decode of TS packet is updated every about 

30 seconds as mentioned above, whenever it performs record of 1 hour in DVCR5, by the key memory 

37, the index matched with the keys for about 9800 bytes and those keys will be memorized. 

[0051] A computing element 38 adds the time stump which a cycle timer 43 outputs to the DIF block 

which a computing element 34 outputs, and outputs it to the FIFO section 39. 

[0052] The FIFO section 39 stores temporarily the DIF block which the SD link IC 40 outputs at the 

time of playback, stores temporarily input FIF039A outputted to a comparator 44, and the DIF block 

which a computing element 38 outputs at the time of record, and consists of output FIF039B outputted 

to the SD link IC 40. 

[0053] Here, generally the data rate of a transport stream is 4Mbps (Bit Per Second). On the other hand, 
supposing DVCR5 is based on SD specification, the record rate is 25Mbps extent. Therefore, without 
carrying out especially the time amount five axis control of the DIF block which changed TS packet, by 
having recorded by DVCR5, many record sections of a digital video tape will be used, and recording 
efficiency is bad. So, in input FIF039A or output FIF039B, by storing a DIF block temporarily, the 
time-axis extension or time base compaction is performed, respectively, the difference between the data 
rate of a transport stream and the record rate of DVCR5 can be absorbed, and efficient record can be 
performed now in DVCR5 in an inverter 4. 

[0054] In addition, although that time base compaction is performed in output FIF039B by storing a 
DIF block temporarily at the time of record of a DIF block, the original time interval between TS 
packets is spoiled by this time base compaction. Therefore, although it is necessary to restore the spoiled 
time interval at the time of playback therefore, in a computing element 38, a time stump is added to a 
DIF block. 

[0055] As mentioned above, the difference of the data rate of a transport stream and the record rate of 
DVCR is absorbed, and efficient record is performed, and the detail is indicated by JP,1 1-74796,A 
(Japanese Patent Application No. No. 231943 [ nine to ]) for which this applicant applied previously 
about the approach of reproducing normally the data recorded by making it such. 
[0056] The SD link IC 40 reads the DIF block memorized by output FIF039B of the FIFO section 39 
under control of CPU35, arranges it to an isochronous packet, and is supplied to FAI (PHY-IC) IC 41. 
Moreover, the SD link IC 40 receives the isochronous packet supplied from FAI IC 41, and supplies the 
DIF block arranged there to input FIF039A of the FIFO section 39. Furthermore, the SD link IC 40 
supplies a 60Hz clock to the PLL (Phase Lock Loop) circuit 42. 

[0057] FAI IC 41 receives the isochronous packet by which carries out the isochronous transfer of the 
isochronous packet from the SD link fC 40 through an IEEE 1394 serial cable at DVCR5, and an 
isochronous transfer is carried out through an IEEE1394 serial bus from DVCR5, and supplies it to the 
SDlinkIC40. 

[0058] The PLL circuit 42 outputs a predetermined clock to a cycle timer 43 synchronizing with the 
clock from the SD link IC 40. A cycle timer 43 counts the clock from the PLL circuit 42, and supplies 
the counted value to a computing element 38 and a comparator 44 as a time stump. 
[0059] The time stump added to the DIF block with which the comparator 44 is memorized by input 
FIF039A, Compare the time stump which a cycle timer 43 outputs, and the DIF block with which the 
time stump which is in agreement with the output of a cycle timer 43 is added is read from input 
FIF039A. As it outputs to the index extract section 45 and this mentioned above, the time interval 
between TS packets spoiled by time base compaction is restored. 

[0060] The index extract section 45 outputs the DIF block to the packet composition section 46 while it 
extracts the index added to the DIF block from the comparator 44 and outputs it to CPU35. 
[0061] TS packet which divided into three DIF blocks and has been arranged is returned by 
compounding the three DIF blocks, and the packet composition section 46 outputs it to the MPEG link 
IC 32, as shown in drawing 4 (B). 

[0062] Next, with reference to the flow chart of drawing 6 , the processing performed when recording 
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digital contents by DVCR5 is explained in an inverter 4. 

[0063] When digital contents were recorded by DVCR5, as it mentioned above, through an IEEE 1394 
serial bus, to an inverter 4, the isochronous packet by which the encryption TS packet has been arranged 
is transmitted, and the isochronous packet is received by FAI IC 31 from the digital CS tuner 2. FAI IC 

31 outputs the isochronous packet which received to the MPEG link IC 32, and the MPEG link IC 32 
will supply the encryption TS packet arranged at the isochronous packet to the packet division section 
33 in step SI, if an isochronous packet is received. 

[0064] In the packet division section 33, in step SI, as the encryption TS packet from the MPEG link IC 

32 is divided and drawing 4 explained, it changes into three DIF blocks and outputs to a computing 
element 34. 

[0065] And it progresses to step S2 and it is judged in CPU35 whether the key was added to the 
encryption TS packet divided into the DIF block which the packet division section 33 outputted. namely, 
as mentioned above, when the key is added to the encryption TS packet which received from FAI IC 31, 
the MPEG link IC 32 The key is extracted and CPU35 is supplied. CPU35 In step S2, it judges whether 
the key was added to the encryption TS packet divided into the DIF block which the packet division 
section 33 outputted by whether it was made such and the key has been supplied from the MPEG link IC 
32. 

[0066] In step S2, when judged with the key not being added to an encryption TS packet, a computing 
element 34 outputs the DIF block which changed the encryption TS packet to a computing element 38, 
skips step S3 and S4, and progresses to step S5. 

[0067] Moreover, in step S2, when judged with the key being added to the encryption TS packet, it 
progresses to step S3, and CPU35 outputs an index to the key, i.e., the key supplied from the MPEG link 
IC 32, and outputs matching and its index to a computing element 34. A computing element 34 adds the 
index from CPU35 to a DIF block from the packet division section 33, and outputs it to a computing 
element 38. 

[0068] And it progresses to step S4, and CPU35 makes a key memory 37 supply and memorize the 
group of the index outputted to the computing element 34, and the key matched with it, and progresses 
to step S5. 

[0069] At step S5, in a computing element 38, the time stump which a cycle timer 43 outputs is added, 
and it progresses to step S6, and is outputted to the DIF block which a computing element 34 outputs at 
output FIF039B of the FIFO section 39. In output FIF039B, the DIF block from a computing element 
38 is memorized. And according to control of CPU35, reading appearance of the DIF block memorized 
by output FIF039B is carried out, and via the SD link IC 40 and FAI IC 41, through an IEEE 1394 serial 
bus, it is supplied to DVCR5 and memorized. 

[0070] After processing of step S6 progresses to step S7, when judged with it having been judged and 
transmitted whether the following encryption TS packet has been transmitted from the digital CS tuner 2 
through an IEEE 1394 serial bus, it is received by FAI IC 31 and the encryption TS packet is supplied to 
the packet division section 33 through the MPEG link IC 32. And the same processing is repeated by 
step SI return and the following. 

[0071] Moreover, in step S7, when the following encryption TS packet is judged [ not having been 
transmitted from the digital CS tuner 2, and ] through an IEEE 1394 serial bus (i.e., when transmission of 
the encryption TS packet for record is completed), processing is ended. 

[0072] As mentioned above, in the inverter 4 which suited the specification of DTCP, are contained in 
the encryption TS packet from the digital CS tuner 2. While extracting the key used for encryption and 
decode, and the key is matched with the index for specifying it and is memorized Change an encryption 
TS packet into a DIF block recordable by DVCR5, and the index matched with the key is added to the 
location where the key of the DIF block was contained. Since it was made to output to DVCR5 of the 
exterior, while protecting digital contents from an illegal copy, it is recordable by substandard DVCR5 
of DTCP. 

[0073] That is, also in the IEEE1394 serial bus which connects the digital CS tuner 2 and an inverter 4, 
also in the IEEE 1394 serial bus which connects an inverter 4 and DVCR5, it is enciphered, therefore the 
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data to which that is transmitted can protect digital contents from an illegal copy. Furthermore, since the 
digital contents which the digital CS tuner 2 outputs are supplied to DVCR5 through the inverter 4 
which suited the specification of DTCP, they can record the digital contents which the digital CS tuner 2 
outputs in DVCR5 which does not conform to the specification of DTCP. 

[0074] Next, the processing performed when reproducing the digital contents recorded by DVCR5 as 
mentioned above in an inverter 4 with reference to the flow chart of drawin g 7 is explained. 
[0075] Through an IEEE1394 serial bus, the DIF block reproduced by DVCR5 is transmitted to an 
inverter 4, and in FAI IC 41, the DIF block from DVCR5 is received and it is supplied to the SD link IC 
40 with an inverter 4. The SD link IC 40 makes input 39A of the FIFO section 39 supply and memorize 
the DIF block from FAI IC 41 one by one. 

[0076] And in step S 1 1 , a comparator 44 compares the time stump added to the oldest DIF block 
memorized by input FIF039A with the time stump supplied from a cycle timer 43, and judges whether 
they are equal. In step SI 1, when judged with the time stump added to the DIF block and the time stump 
of a cycle timer 43 not being equal, it returns to step SI 1 . 

[0077] Moreover, when judged with the time stump added to the DIF block and the time stump of a 
cycle timer 43 being equal in step SI 1, it progresses to step SI 2, and a comparator 44 reads the DIF 
block with which the time stump is added, and the DIF block with which a part of other encryption TS 
packets where the part is arranged at the DIF block are arranged from input FIF039A, and outputs them 
to the index extract section 45. 

[0078] In step SI 3, when it judges whether the index is added to the DIF block from the comparator 44 
and it is not added, the index extract section 45 outputs the DIF block to the packet composition section 
46, skips steps S14 and SI 5, and progresses to step SI 6. 

[0079] Moreover, in step SI 3, when judged with the index being added to the DIF block from a 
comparator 44, it progresses to step SI 4, and the index extract section 45 extracts the index added to the 
DIF block, outputs it to CPU35, and progresses to step SI 5. 

[0080] At step SI 5, CPU35 reads the key matched with the index from the index extract section 35 from 
a key memory 37, and outputs it to the MPEG link IC 32. 

[0081] And it progresses to step SI 6, and in the packet composition section 46, the DIF block from the 
index extract section 45 is compounded by the original encryption TS packet, and is outputted to the 
MPEG link IC 32. 

[0082] When the encryption TS packet from the packet composition section 46 is outputted to FAI IC 31 
when a key is not supplied from CPU35, and the key has been supplied from CPU35, the MPEG link IC 
32 adds the key to an encryption TS packet from the packet composition section 46, and outputs it to it 
at FAI IC 31. Thereby, from FAI IC 31, at the time of record, the same encryption TS packet of a 
condition as the time of having been transmitted from the digital CS tuner 2 is transmitted to the digital 
CS tuner 2 through an IEEE1394 serial bus, and with the digital CS tuner 2, as the digital contents 
transmitted through an inverter 4 from DVCR5 mentioned above, they are displayed on a monitor 3. 
[0083] After processing of step SI 6, it progresses to step SI 7 and it is judged whether the DIF block is 
still memorized by input FIF039A. In step SI 7, when judged with the DIF block still being memorized 
by input FIF039A, the same processing is repeated by step SI 1 return and the following. 
[0084] Moreover, in step SI 7, when judged with the DIF block not being memorized by input FIF039A, 
playback of DVCR5 is completed, and when all DIF blocks acquired by the playback are processed, 
processing is ended. 

[0085] As mentioned above, while extracting an index from the DIF block reproduced by DVCR5 of the 
exterior in an inverter 4 Carry out format conversion of the DIF block to an encryption TS packet, and 
the key matched with the index is added to the location where the index with which the encryption TS 
packet after the conversion was extracted was contained. Since it was made to output to the external 
digital CS tuner 2, in the digital CS tuner 2, as it was able to mention above, the encryption TS packet 
can be decoded, and the image and voice as digital contents can be reproduced. 

[0086] In addition, although it was made to process in an inverter 4 in an above-mentioned case, without 
decoding the encryption TS packet from the digital CS tuner 2, an encryption TS packet can also be 
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processed once it decodes. That is, in the MPEG link IC 32, an encryption TS packet performs 
conversion to a DIF block etc., after decoding it using the key contained in an encryption TS packet, and 
after it enciphers the DIF block in the SD link IC 40, it can be made to record on DVCR5. While 
protecting digital contents from an illegal copy also in this case, it is recordable by substandard DVCR5 
ofDTCP. 

[0087] However, after decoding the DIF block enciphered from DVCR5 in the SD link IC 40 at the time 
of playback in this case, conversion to TS packet etc. is performed, and after enciphering using a key 
(encryption based on the specification ofDTCP), it is necessary to make it output that TS packet to the 
digital CS tuner 2 in the MPEG link IC 32. 

[0088] Moreover, in DTCP, 2-bit EMI (Encryption Mode Indicator) as copy control information for 
controlling a copy is specified. It expresses that digital contents belong to a copy free-lancer when EMI 
is 00B (B expresses that the value before that is a binary number) (Copy-freely), and when EMI is 01 B, 
digital contents express that it is what (No-more-copies) cannot carry out the copy beyond it. 
Furthermore, it expresses that digital contents are what (Copy-one-generation) may be copied only once 
when EMI is 10B, and when EMI is 1 IB, digital contents express that it is what (Copy-never) the copy 
is forbidden. 

[0089] By the SD link IC 40 of an inverter 4 ( drawing 3 ), it is possible to restrict whether from the DIF 
block inputted there, above EMI is detected and a DIF block is outputted to DVCR5 of the exterior 
based on the EMI. That is, it is able to make it not to output a DIF block to DVCR5 it is [ DVCR ] 
substandard equipment ofDTCP except when EMI is Copy-freely for example, etc. 
[0090] Furthermore, it is possible to make the SD link IC 40 operate EMI in the range which is not 
contrary to the specification ofDTCP. That is, when EMI is 10B showing Copy-one-generation and it 
outputs a DIF block to DVCR5 of the exterior for example, it is possible to change the EMI into 01 B 
showing No-more-copies. In addition, actuation of EMI can be made to be carried out by them only 
when the digital contents inputted into the inverter 4 are outputted from terminals other than the inputted 
terminal. 

[0091] Moreover, in addition to the equipment of the class (what is equipment?) of equipment connected 
with FAI IC 41 through an IEEE 1394 serial bus in CPU35 in an inverter 4, the class beforehand set up 
as checked the manufacturer, or a manufacturer, it is able to make it not to output a DIF block. In this 
case, it becomes possible to prevent the output of a DIF block to the equipment manufactured for the 
purpose of the illegal copy. 

[0092] Next, drawing 8 shows the example of a configuration of the gestalt of other operations of the 
digital satellite broadcasting service receiving system which applied this invention. In addition, about 
the case in drawing 1 , and the corresponding part, the same sign is attached among drawing. That is, the 
digital satellite broadcasting service receiving system of drawing 8 is constituted like the case [ change 
to the digital CS tuner 2 and an inverter 4, and the digital CS tuner 51 is formed, and also ] in drawing 
1. 

[0093] The digital CS tuner 51 has the function which made the digital CS tuner 2 and inverter 4 of 
drawing 1 in one. 

[0094] That is, drawing 9 shows the example of a configuration of the digital CS tuner 51 of drawing 8 . 
In addition, about the digital CS tuner 2 of drawing 2 , and the corresponding part, the same sign is 
attached among drawing. That is, the packet division section 61, the packet composition section 62, and 
a key memory 63 are newly formed, and also the digital CS tuner 51 of drawing 9 is fundamentally 
constituted similarly with the digital CS tuner 2 of drawing 2 . 

[0095] Like the packet division section 33 of drawing 3 , the packet division section 61 carries out 
format conversion of the TS packet which a switch 14 outputs to a DIF block, and outputs it to a link IC 
20. Like the packet composition section 46 of drawing 3 , the packet composition section 62 carries out 
format conversion of the DIF block which a link IC 20 outputs to the original TS packet, and supplies it 
to a switch 14. A key memory 63 memorizes the group of the key and index which are supplied from 
CPU21 like the key memory 37 of drawing 3 . 

[0096] In addition, the program for operating the digital CS tuner 51 besides [ which was explained by 
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drawing 2 ] a program as inverters 4 is also memorized by the memory 22 of drawing 9 , therefore 
CPU21 also performs processing to which an inverter 4 carries out in it. 

[0097] In the digital CS tuner 51 constituted as mentioned above, an indication etc. is given for the 
digital contents broadcast as digital satellite broadcasting service to a monitor 3 like the case in drawing 
2. 

[0098] On the other hand, when recording the digital contents broadcast as digital satellite broadcasting 
service, a switch 14 supplies the transport stream from a descrambler 13 to the packet division section 
61, in the packet division section 61, format conversion of the TS packet which constitutes a transport 
stream is carried out to a DIF block, and it is supplied to a link IC 20. 

[0099] By the link IC 20, TS packet divided into the DIF block is enciphered like the case in drawing 2 
under control of CPU21 using the key which carries out time amount change. Furthermore, by the link 
IC 20, from the encryption result, a key is extracted and CPU21 is supplied. CPU21 makes an index 
memorize from a link IC 20 to a key to matching and a key memory 63. Furthermore, CPU21 supplies 
the index matched with the key to a link IC 20, and the index is added to a DIF block like the case in the 
computing element 34 of drawing 3 by the link IC 20. Then, by the link IC 20, addition of a time stump 
to a DIF block, time base compaction of a DIF block, etc. are performed under control of CPU21, and it 
is outputted to FAI IC 19. FAI IC 19 transmits the DIF block from a link IC 20 to DVCR5 through an 
IEEE1 394 serial bus, and, thereby, the DIF block is recorded by DVCR5. 

[0100] Next, if the DIF block recorded as mentioned above is reproduced by DVCR5, the reproduced 
DIF block will be transmitted to the digital CS tuner 51 through an IEEE 1394 serial bus. In the digital 
CS tuner 51, in FAI IC 19, the DIF block from DVCR5 is received and a link IC 20 is supplied. By the 
link IC 20, time-axis extension of a DIF block etc. is performed and the index added to the DIF block is 
extracted after that. This index is supplied to CPU21 from a link IC 20, and if an index is received from 
a link IC 20, CPU21 will read the key matched with that index from a key memory 3, and will supply it 
to a link IC 20. By the link IC 20, TS packet currently divided into the DIF block is decoded using the 
key from CPU21, and it is outputted to the packet composition section 62. 

[0101] In the packet composition section 62, the DIF block from a link IC 20 is compounded by the 
original TS packet, and is supplied to a switch 14. And in a switch 14, DEMUX15, the AV decoder 16, 
the OSD processing section 17, and D/A converter 18, the same processing as the case where it 
mentions above is performed hereafter, and, thereby, the image and voice as digital contents which were 
recorded by DVCR5 are outputted from a monitor 3. 

[0102] Next, hardware can also perform a series of processings mentioned above, and software can also 
perform. When software performs a series of processings, the program which constitutes the software is 
installed in the computer (CPU35 of drawing 3 and CPU21 of drawing 9 correspond) built into the 
inverter 4 and the digital CS tuner 51 as hardware of dedication, a general-purpose computer, etc. 
[0103] Then, the record medium which is used in order to install in a computer the program which 
performs a series of processings mentioned above and to make it into the condition which can be 
performed by computer with reference to drawing 10 and with which the program is recorded is 
explained. 

[0104] A program is recordable on the hard disk 102 and semiconductor memory 103 as a record 
medium which are built in the computer 101 beforehand, as shown in drawing 10 (A). 
[0105] Or a program is permanently [ temporarily or ] storable in record media, such as a floppy disk 
111, CD-ROM (Compact Disc Read Only Memory) 1 12, the MO (Magneto optical) disk 1 13, DVD 
(Digital Versatile Disc)l 14, a magnetic disk 115, and semiconductor memory 1 16, again, as shown in 
drawing 10 (B) (record). Such a record medium can be offered as the so-called software package. 
[0106] In addition, it is installable in the hard disk 102 built [ in / transmit to a computer 123 with a 
cable through the networks /****/ transmitting to a computer 101 on radio / 131 through / as it installs 
in a computer from a record medium which mentioned the program above and also is shown in drawing 
10 (C) / the satellite 122 for the digital satellite broadcasting services from the download site 121, such 
as LAN (Local Area Network) and the Internet, and / a computer 101 ] in. 

[0107] It is not necessary to necessarily process the processing step which describes the program for 
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making various kinds of processings perform to a computer in this description here to time series in 
accordance with the sequence indicated as a flow chart, and it is a juxtaposition thing also including the 
processing (for example, parallel processing or processing by the object) performed according to an 
individual. 

[0108] Moreover, a program may be processed by the computer of 1 and distributed processing may be 
carried out by two or more computers. Furthermore, a program may be transmitted to a distant computer 
and may be executed. 

[0109] Next, drawing 1 1 shows the example of a configuration of the computer 101 of drawing 10 . 
[0110] The computer 101 contains CPU (Central Processing Unit) 142, as shown in drawing 1 1 . The 
input/output interface 145 is connected to CPU 142 through the bus 141, and CPU 142 will perform the 
program stored in ROM (Read Only Memory) 143 corresponding to the semiconductor memory 103 of 
drawing 10 (A) according to it, if a command is inputted when the input section 147 which consists of a 
keyboard, a mouse, etc. is operated by the user through an input/output interface 145. Or it is transmitted 
from the program and satellite 122 with which CPU 142 is stored in the hard disk 102 again, or a 
network 131, and the program which reading appearance was carried out from the program which was 
received in the communications department 148 and installed on the hard disk 102 or the floppy disk 
1 1 1 with which the drive 149 was equipped, CD-ROM1 12, MO disk 113, DVD1 14, or the magnetic 
disk 115, and was installed on the hard disk 102 is loaded to RAM (Random Access Memory) 144, and 
is performed. And CPU142 outputs the processing result to the display 146 which consists of LCD 
(Liquid CryStal Display) etc. through an input/output interface 145 if needed. 
[01 1 1] In addition, although the gestalt of this operation explained the case where this invention was 
applied to the digital satellite broadcasting service receiving system which receives digital satellite 
broadcasting service, in addition to this, this invention is applicable to the equipment which deals with 
digital contents. 

[01 12] Moreover, the stream which is decoded by the principle same with decoding the TS packet 
besides the stream which consists of 188 bytes of TS packets, for example, consists of 130 bytes of 
packets which U.S. DirecTV uses by DSS (Direct Satellite System) is contained in the transport stream 
in this description. 
[0113] 

[Effect of the Invention] Like the above, according to the record medium to the data processor of this 
invention and the data-processing approach, and a list, the key contained in encryption data is extracted, 
and the key matches with the index for specifying it, and it memorizes. Furthermore, encryption data are 
changed into the data of a predetermined format, and the index matched with the key is added to the 
location where the key of the data of the predetermined format was contained, and it is outputted to it 
outside. On the other hand, an index is extracted and the data of the predetermined format are changed 
into the encryption data of the original format from the data of the predetermined format supplied from 
the outside. And the key matched with the index is added to the location where the index of encryption 
data was contained, and it is outputted to it outside. Therefore, digital contents can be protected from an 
illegal copy and record and playback can be performed in the form of a predetermined format. 
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1 .This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2 **** shows the word which can not be translated. 
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CLAIMS 



[Claim(s)] 

[Claim 1] A key extract means to be the data processor which processes the encryption data which are 
data enciphered using the predetermined key, and to extract said key contained in said encryption data, 
A storage means to match said key with the index for specifying it, and to memorize it, The 1st format 
conversion means which changes said encryption data into the data of a predetermined format, An index 
addition means to add the index matched with the key to the location where said key of the data of said 
predetermined format was contained, The 1st output means which outputs outside the data of said 
predetermined format with which said index was added, An index extract means to extract said index 
from the data of said predetermined format supplied from the outside, The 2nd format conversion means 
which changes the data of said predetermined format into said encryption data of the original format, 
The data processor characterized by including a key addition means to add said key matched with the 
index to the location where said index of said encryption data was contained, and the 2nd output means 
which outputs outside said encryption data with which said key was added. 
[Claim 2] Said encryption data are a data processor according to claim 1 characterized by being a 
transport stream. 

[Claim 3] The data of said predetermined format are a data processor according to claim 1 characterized 
by being data of a DIF (Digital Interface) format. 

[Claim 4] Said 1st output means is a data processor according to claim 1 characterized by restricting the 
output of the data of a format predetermined [ said ] with the specification of the equipment which 
receives the data of said predetermined format by which said encryption data were connected to whether 
a copy is permitted and or not the exterior. 

[Claim 5] Said 1st output means is a data processor according to claim 1 characterized by operating the 
copy control information for controlling the copy about the data when outputting the data of said 
predetermined format. 

[Claim 6] The key extract step which is the data-processing approach of processing the encryption data 
which are data enciphered using the predetermined key, and extracts said key contained in said 
encryption data, The storage step which matches said key with the index for specifying it, and 
memorizes it, The 1 st format conversion step which changes said encryption data into the data of a 
predetermined format, The index addition step which adds the index matched with the key to the 
location where said key of the data of said predetermined format was contained, The 1st output step 
which outputs outside the data of said predetermined format with which said index was added, The 
index extract step which extracts said index from the data of said predetermined format supplied from 
the outside, The 2nd format conversion step which changes the data of said predetermined format into 
said encryption data of the original format, The data-processing approach characterized by including the 
key addition step which adds said key matched with the index to the location where said index of said 
encryption data was contained, and the 2nd output step which outputs outside said encryption data with 
which said key was added. 

[Claim 7] The key extract step which is the record medium with which the program for making a 
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computer process the encryption data which are data enciphered using the predetermined key is 
recorded, and extracts said key contained in said encryption data, The storage step which matches said 
key with the index for specifying it, and memorizes it, The 1st format conversion step which changes 
said encryption data into the data of a predetermined format, The index addition step which adds the 
index matched with the key to the location where said key of the data of said predetermined format was 
contained, The 1st output step which outputs outside the data of said predetermined format with which 
said index was added, The index extract step which extracts said index from the data of said 
predetermined format supplied from the outside, The 2nd format conversion step which changes the data 
of said predetermined format into said encryption data of the original format, The key addition step 
which adds said key matched with the index to the location where said index of said encryption data was 
contained, The record medium characterized by recording the program containing the 2nd output step 
which outputs outside said encryption data with which said key was added. 
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/tfrvMi, IEEE13945»J7;W*X**rLT, g^SB 
4£ftl&?n, ^SB4{cfe^T, DI F7n.y^^ 
^©^^©ffl^ffla^fiSi^nfc^, IEEEl394-> 'J 7;l/ 
/U^tT, DVCR5fc«t&*nTES*n«. 

[0 0 3 3] ^{C, ±3^©J;a{i:LTDVCR 5T*IBiS 

tt, DVCR5TN4, ^©t-C ^;1/3>t ^7 1 LT 
©DI F7D-y^^H^n, IEEE1394'>U7;W^* 

/tlt, mmticmznzo mm*™, d 

VCR 5*>e>©D I F7D7^}cMLT, TS/^-yh 

4TH4, T S/^y KA^EB?nfc7i'y tXJ+KVr 
7 hiWtl, IEEE1394'>U7;WU^/1-LT, r-C 

[0 0 3 4 ] T-f i'^l'ilfa-t 2 T*«, 7 7"f I 
C19t45t>T, S»»H4 6^©TS/^yb 08^ 
itTSJ^y h) ^S3B^nfc7-f V^oy-X/^y h 

*^Sfi«n, y i c 2 o t#^^ns 0 y y>? i c 

2 0(4, CPU 2 lOSHHOT, 77^1 C 1 9*^© 

^ctftti^nTv^ (#fnrt^) 

V>T«^U X-T-y 7^1 4teiftlSt«. X-r«y^l 4 
(4, yy* I C2 0ft^©TS/^'y h^l^LT, D 
EMUX 1 5tCfcB*U «T> DEMUX 1 5, AVr 
3-^1 6, 0SDS!UIg|$i 7, feJcrjD/Any/^:- 

^i 8fc*fcvf, mLmsmmmimzti. 

[0 0 3 5] 'jy? I C2 0(4, 7 74 I C 1 9 

*»Saffbfc><fry h#, AVr-? (tfr^rf-^, 
3T-f^f-?) ^SBB*nfct©T'fe5^{C(4, 

*©/<*yh%, xi'-y^i 4tcai7t;-r^o sft, yy 
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y I C 2 014, 77<Y I C 1 9*>6§1 Lfc/^y r- 

fry h* % CPU 2 l fcffl7rf3o 
[0 0 3 6] $fcx CPU 2 114, 2 2tCfBt? 

nrc7v^yL^mt^>ctx\ DEMUX15, a 

fcfcfc, IEEE1394i/'J7;l//^OU-r^filiik:^5 h 
^V+f^^gyS^S/UZ/WUfSCSerial Bus liana 
gemenOcDjaS^fBo 

[0 0 3 7] ^P)iC, ^1)2 2(4, CPU 2 He, D 
EMUX 1 5, A'Vra-rSn 6, fcitfOS DfflS8|S 

mmm^^m^rcm^xi^yL (77-2*71 

7) fcEttLT^S. «iJ 2 28, CPU 2 1 

[0038] #tc, 0 3 its mi (ommm 4 <omm 

[0 0 3 9] 77<< I C 3 1 (4, IEEE1394 •> I) 7;WU 

?n«r-^02SSf*ff^J:5lcftoT^« e EPS, 
77"TI C 3 H4, IEEEl3945"J7;Wtt*rt'UT % r 
^*;l/CS^a-t2fr5£#£ftT<3;V7--y h* 
S<IU MP E G U y$ I C (MPEG-LI NK-1C) 3 2 
tStifefc, MPEGys/*IC3 2*»6©/<*vh 
&, IEEEl394$"J7/lvU£*rLT, f-f^CSf 

[0 0 4 0] MPEG'J^I C3 2tt, 77-lM C3 

8P3 3fc«ief Sfcfcfcfc, ^©Bg^ftT S/V7-y Re 
fWP«ftT^*+-(Key)*«jtfJ U C P U 3 5 leftft 
tZ&WzoT^Zo MPEG'Jy^ I C3 

2 (4, C P U 3 5*»5#»Sn$*--*SMU 

/Vry h$jft*4 6fre>m2tiZ%mtT SA 
>Ty h©, rcCttBfctfibn (HI A) LT, 771' I C 3 
1 fctttt-TSJ^fca-aTV*. 
[00 4 1] /<^r*y h»»J»3 3«, MPEGUV^I 
C3 2fre>©Pf^{fcTS/'^-yr-£, DIF7n«y*fc 

[0 0 4 2] IP^, TS/<fr*htt, *©£$©7*- 
V >y h D V C R 5 TEUt* C £ T't&t^c 

>\>ry r-#fijg&3 3fCfe^T, DVC R 5TMK8* 
5Ct©T*t3D I F/Dy^tSSiJnSi^tfto 

[0 0 4 3] ^ttftfctt, DIF7a-y^(4, 04 
(A) »C*t <fc?£, 8 0/Vh"?*bS*ft*. *L 
T, ^OjBBCS/VMctt, DI F7a-y*£giglJt 
«fc*© I D(Identification)tfEB2ft, SO© 7 7 
/Whfc, f-*#EB<£ft;5. 
[0 0 4 4]-7j\ T S/^-y h 14, Hfifc, 18 8^ 
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-rhT«^n§o core*, ^'yh»SJSI53 3«4, 
TS/<frvh£0WU 04 (B) KSr«fc5t, 30 
©DI F7oy^t»t*TEBt5Ci:-e, TS/<fr-y 
F£D I F7D«y^{C^t5o 
[00 4 5] IP'S, 30©D I F7n>y?©ftl©3^ 
-fHcfct 04 (A) IDffEBStl 
S. «*54C, 3"3©D I F7D77>t, 3/Wh©l 
DOftttt, ^-r-?tLT<D13/WM00*l 
B^n§ 0 ^LT, 30©D I,B7a<y^tfc^T, ^ 
10 5-r-£©&©8l9©6 4/VMC, 188/Wh© 
TS/<frvh*^»J*tlTEBSn*. fiU 04©£. 
SS©MlT-tt, 30©DI F7D>y^7©?^ **Jfc2 
£§©D I F7Dy^7fC{4, 1 8 8/^1*01 S/<fry 
h (TRS) <D?%<D6 t?OimWZft%i)\ 
«&©DI F70 7 7li:ii, 1 8 8/Vf h©TS/<frv 
h©S!3©6 0-'Whi:, lliW**Y*^^T4 3 
^Hi*t5 4/Wh©^'l'i,^^y7 (TS(Time Stan 

p» t*«B«tiSo 

[0 0 4 6JH3fcRD, BHH3 4(4, /<fr-y h#8J 
20 aJ3 3*»6©DI F7n«y^t > C PU 3 5*^tt*&* 

tft-aT^S. IP^> CPU 3 5tt, MPEGUV* I 
C 3 2*«n5, B|#ftT S/^y McWftlStl 
T^5*-£flLT, 8S©BB3«0, 

X*, MIH83 4»c«S»^-SJ:-5lc«:-3T45D, St3f§§ 
3 4(4, ?©£?ICLTCPU3 5fr5lWft-5^y 
r >y *7yfc, ^-©^ >r -y i'Xt^f^te.n/c*-^ 
{#P^nTV^cBg^^T S/^-y b&BMZtlfcD I F 
30 7n'y*tf!fftrr5J:3t4^T^5. tiEoT, D I F 
7n«y^£f5Hn?nte^>'7''y^XfcJ:ntf, MPEG 
T/7 I C 3 Zlf/Vry bftMm 3(cffi7J-r-5Bg^{t 
T S/^-y K©^—7yX©if©ffifit, ZtDJyTy 

[0 0 4 7] dtlT% DIF7D-y^»4, 05^/TtJ: 
•5fc s 1 5 0 7a>y££lO©:2.-'y htUT, DVC 
R5§©DV»CfiiM^n, ^©1 50©D I F7D 
■y^©'?^, ft^©DI F7D-y^7 Ky^7y 3 y 
40 (Header sect ion) fc"ftfft«) 1 4 97vyi)\ 

t4VZ)Wt*t--?<»\ h7yt\ctm2ft&o B 
181 3 4 T&4, 05 tSt «fc 5 fta- -y h 5 D 
I F7n-y^(cEB^nfcBg^{tT S^-7«y h*mt 

z<D\cm^*-\cmwiibtirc'(yTy77>t>\ «aj 

, 0 5 fC&I^T V 0 Tvtn-T D I F7*D77 H©, P/f 
^©D I F7D-y^}cEB«n-5 0 
[0 0 4 8]^*, 03KK9, CPU3 514, ^^U 

50 [O0 4 9]EP^, CPU3 5t4, JJIgLftJ:^, M 
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PEG'Jy^ I C32fr6«|ft£n*, BSHUfcTS^ 
7 M£tt|ffl2nT^3*-fcttLT, -fyf y?X£tt 
mV, ZQjyTvtXZ, »WB3 4fc{IM8*3. 
?6fc, CPU 3 5(4, ZtomWlf^yrvtZt 

fc, CPU3 5tt, ^>r«y^jlliffl»4 5^6^Vr 
7 *X%3f U *©f ^ry *XE*ffSfttt5ftT^ 
3*-*, *-**lJ 3 7fr5^fflt/C, MP EG 'J 
yt I C3 2fcflf&*§ 0 2&E, CPU 3 514, FIFO 
(First In First 0ut)g)53 9fc«fctfS DD y* I C(SD- 
LINK-IC)4 0£fWS o 

[0 0 5 0] **U3 6tt, CPU35IC, ±ai/fcj; 
£ £> E, * * U 3 6 14, CPU35 ©MfKfa&Bftr-- 

2£-($Etrfsj;-?E&&oT^So 3 7 
14, CPU3 5fre>mztiz>'(yTvZzi:*-* : e 

, J©e*-^E1S'f*«fcdKftoT^So ft*, DTC 
PT*«, _L3$WcJ;?E, TSAty hOSHft/Sf 
Effli^fts 8/w H©*-ft\ fi3 o»e:tte®K* 

ttSfcft, D V C R 5 E4&VT 1 BIH©E«*fr5 
E, *-;<*y 3 7T-&4, $9 8 0 0/Wr-#©*- 

fc, ^n6©*-E^tttt£>nfc^yry*xtfEt£ 

StiSiliEfcS. 

[00 5 1] &»i§3 8tt, W^W74 3 Am 

tzMLwypk, mm imtitzv i f? 

nyjrlcfWDU FIF0SP3 9 EatfrtSJ: ^E&^T^ 

[0 0 5 2] FIF0g&3 9«, j?£l$E, SD>Jy?IC 
4 0*Wrf*D I F7*Dy?£-l$EtiU itm^A 
4tffl*tSA*FIF03 9Afc, }g*f§3 8 

*Wj-fSD I F7n?**-iaHtU SDUy^I 
C 4 Ottt*t«ffl*FIF03 9 B £fr6*j££ftTV 
So 

[00 5 3] CilT% h7>X^-hXhy-A©T- 
* U- h (4, HKE, 4Mbps (Bit Per Second) T*^ 
So -73, DVCR5tf, S DSS»t*ftbfc«>OT»* 
SilfSt, ; £©Ef|l/-K42 5Mbpsigrr*& 
So t?T, TS^y r-£g$LfcD I F7*ayy 

1f E^H»ttJSPt 6 C £ ft < , D V C R 5 "FES L 
fc©?(4, r-r ^;UtTr^r-yo^ < ©EJMMtf 

&Sff4T'(4, A^3FIF03 9 A £fct4HJ;frFIF03 9 BE 
ft^T, D I F7Vy<;Z-%m.tZZ.tlC&*), % 

mrsmmrcmrm&m^nmn^ v^y 

Z$-h*hV-L<DT-?\s-Yt, D V C R 5 ©E 
^l"-r-t©H©M£WKl/T, DVCR5Efc(^T, 

[0 0 5 4] 4*5, ffl;rjFIF03 9BT'tt, DI F7"Dy 
fOEWWc, DI F7nyytf-BtEGt£tiSi:i:E 
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>m$hZ>i)\ *©fcfcfc, it@§§3 8E:feW, DI 

F7ny7E^AX*y7*;W«ftSo 

[0 0 5 5] «±©J:$fc, r-^yxtf-hxni-A 
©T-^U-Ft, DVCR0E»U-hfcOg*RiK 
IT, aWOfi^KWfcfrK *o*©«fc?ELTE» 

WLfJMactmbitms¥ 1 1-74796 m 

10 g|¥9 - 2 3 1 9 4 3^) E, ZQmtfffimZftT^ 

So 

[0 0 5 6] SDUy7IC40(4, CPU3 5©3?JP 
©T, FIFOgfS 3 9©fcB77FIF0 3 9 B EEtt£tlfcD I F 
7Dy2*ft*ffiU "TWJWfT.lVrv r-EESL 
T, 77f I C(PHY-IC) 4 1 E$*&tS J^E&oTl^ 
So Sfc, SD'Jy* I C4 014, 77-< I C4 i^e. 
«8«ft*r^V*P^^yh«ifiU *cfcE 
■StlT^SD I Fyn-y*^FIF0gP3 90A73FIFO3 

9 A\cmttm\cat^x\i^ 9 set, sDUy* 

20 I C4 0(4, 0fl*.fcf, 60Hz©^D7^, PLL(P 
hase Lock Loop) OS 4 2E$ifStS«fc9E I k&-3T^ 

So 

[00 5 7] 77-f I C4 1 (4, S D'Jyy I C 4 0fr 
*><D7'(Vi7VtWrv h£, IEEE1394^U7;l/^- 
7M:/rLT, DVCR5E, T^V^DtX^U 
ffc, DVCR5fr£>, IEEE1394i/'J7;WU*^UT 
7'(Vtu?Z.imznT< S7-fy*atX/^y h 
*3flU SD'Jy^I C4 0E$|&t5«J:5E4?T 

l^So 

30 [00 5 8] PLLSB42tt, SDUy^IC40fr 
?>©7ny*E|S]|flLT, •tf'l' V 4 3EfJf£© 

4 3tt, PL L0SS4 2frt><09ny9%i3$yYU 

*<oi3*jyY®*, ?<<L7s*y7tLT, mms 

fe*tfJt«a5 4 4fctft»t**5K4r?T^*o 
[0 0 5 9] tk®g|54 4(4, A*FIF03 9 AtEtt*n 
T^SD I F70ymtf&Jl£ftT^S*'rAX*y7* 
t, t^^^^Y4 3^m73-rs*^Ax*y7i:* 

40 *y7*H#ntnTi/>SD i F7D7^*, A73FIF03 

S«fc?E4oTfeD, cntiO, IjibfckdE, B# 
■«BEIIfcJ:-9T!l4t>nftT S/^y hHOttflNIM 

[00 60] ^yry^xm^A 5(4, Jt«8P4 4*> 
e>OD I Fyny^Ef^BSnT^S^yr'yi'X^ 
WU CPU3 5Effl^-rSt^tt, ^©DI F/D 
y*=&, ^'yh^jSS4 6EfflAt*J:5t4-3T^ 

So 

50 [0061] rVry YafliMA 6(4, 04 (B) E^b 
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fc<fc?fc, 30©D I F7n-yyfc#SiJLTES;* tltc 
TS/<*yh*, t©30©DI F7n-yy££$-f3 
Ci-pJcfcRU MPEG'jy^ I C3 2ttU*t*«fc 

[0 0 6 2] *|C % H607D--?*-h«#!Hl/r, 
gSHOH fcfcVT, r-f y**;l/3yr yy£D V c R 

[0 0 6 3] f^^;i/3>f yy*DVCR 5 -PES 

fa-t2fr£, IEEE1394S/ 'J7;W^^U SS^S 10 
«4fc*fl/T\ BHfcT S/<*y hjWEB*ftfc7-l'y 

yhii, 77-r i C3 iT'§t^nso 77-n c 3 1 

(4, ^Lfc7^y^ntX-'^-y MPEG'jy 
yIC32fc{ttfjU MP ECU y* I C 3 214, 74 
Vtu+Wrv h*Sfi*S£, Xry7S 1 fcfcv 

S/<y"y /^r-y hftfjgp 3 3fc{8*Sf 3» 
[0 0 6 4] Xfry h#ffl»3 3Ttt* 7ry7S It 

fet^T, MPEGUy^ I C3 2fr<b<DV%mtTSAtr 20 

yF-£#£JU H4"ettWLfc<k^t, 3 0©DI F7 

n-y^t^LTs M3f§§3 4 {cfflftt£„ 
[0 0 6 5] f-tT, Xry^S2tl», CPU 3 5 

(CfcVT, /<y-.y h$MWffl$3 3tffcBftbfcD I Fftiy 

T^1ifrE$fr1ftim.ZtlZo EP^, MPE G Uyy I 
C3 214, ±5£Lfc«fc?fC, 77-< I C3 1 *65Hfb 

it, ?©+-£«ffiLT, CPV3 5lcmtZ£*>\C 
fcoTfct), CPU3 5B, XT'y 7S 2 kfcW, ^ 30 
©£?(CUT, MPEG'Jyy I C 3 2**S*-iWHft 
^nWcfr^frfcioT, Xy-y h#lijg|53 3tffcb 
ftWcD I F7Pyy-fc#ffl^fcfc^{fcTS/<y-y h 

[0 0 6 6] Xf-y-fS 2tj3^T, ifftTS/^y 
*-*W*P£ftT^ft^£¥iJ£Snfcl§£, ft* 
t§3 4tt, *©»9fl:TS/<fryh*fflJll,fcDl F7 
nyy£, 8M*83 8fc:atfjU XryT'S 3fcM:tf S 
4£X*y7LT, Xf77*S 5fcj|tf. 

[0 0 6 7] $fc, Xr-y7S 2t*^T, Bg^fkTS 40 

><y-y He, ntvs 

Xry7S 3£1&, CPU 3 5(4, £©*-, IPS, 
MPEG'Jy^I C3 2*»6«»«n**-K, 

y y x t#H5ff yf y y xfc, &S§§ 3 4 ic 
tt*t*o Stg§§3 4f4, CPU 3 5frS>©yyryy 
X%, ^y-y h#fjg|53 3fr6©D I Fyoy^fcfifjD 

[0 0 6 8] ?LT, 7Ty7S4£l&, CPU 3 5 
tt, i£gg§3 4l£ffi#Ufcyyry7Xi:, ^nfcflJS 
Mtfc*-t©ffi£\ *-**'J 3 7fC{JMSUTi2££ 50 
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7ry7S 5(cIt?o 
[0 0 6 9] Xxy/S 5T*«, ®gf§ 3 8 tcfcl^T, 

S6fcl#, FtF0g|3 3 9(Dai^FlF03 9 BfCtil^^n 
So tf!73FIF03 9 BW, ?tgf§3 8fr£>©D I F7n 
yy**SEtt£ft5o *LT, BtfjFIF03 9 BfcE««tl 
fcDI F 7a 7 7(4, CPU3 5©flJ»fcl/fctfoTiB 
*tB£tt, SDUyy I C4 0*5^0*77^1 C4 1* 
8&U IEEE1394yV7;l//U^LT, DVCR5JC 

[0 0 7 0] Xf7/S60»li, XT77S7t 
W§ltTS/^»;hi!', IEEE1394S"J7/W* 

*©Bg^fl:T S/^-y K4, 7 7^ I C 3 1 T»£ 
M^n, MPEG>JyyIC32^LT, ;^-yh» 
fjgf!3 3fciftl&«*i«. ^UT, Xry7S 1 fcglO, 

ra*©jaa*«os«n«. 

[00 7 1] ZryfS 71Cfel>T, ^©Bg^ft 
TS/^y-yhA*, IEEE1394^ U7;WU*^LT, r-C 
^;I/CS^a—f2*>6ffflg*nT*T^ftV^flK 

^n/ct§^, we, tmn&mmtiswy F©e 

[0 0 7 2] tt±©ci;^{c, DTCP©8Hgf£3f£Uc: 
^g»4}cfe(,^T, r-f^^;PCSf-a-t2*»6© 

*6©Yyry^Xi:^^tTfE1it5-^, sg^ItT 
S/«ryh*, DVCR5T«qftg*D I F7Dyy 
K$»U f©Dl F7D77©, +- ^Sfttl^fe 
fifit, * 0+-t JtlSftfW Sftfc^ yf y y 7s^f>fAn 
LT, ^.gP©DVCR5fcttl/jt5<i;9ti:Lfc©T, r 

-y?;i/3yr yy%lft43 if-^6««t* tkt> 

IC, D T C P ©M^yt© D V C R 5 T«t § d t A*T' 

[0 0 7 3]iP^ r-C ^;l/CS^a-t 2 tm& 
B4 t^gc-r5IEEE1394y'J7;I//Utt5^Tfc, ^ 
e^gll 4 £ D V C R 5 t IEEE1394 y >J 7;l//^ 

fcv, ffi^T, r-r^;l/3yry7%lffi*3tf-^ 

-t2«*tB^t5r^y^;l'3yry > yt4, DTCP© 
««KS&Lfcffl»««4 *^LT, D V C R 5 left® 
£ftS©T% DTCPCSHSKjB^tTt^DVCR 
5{cfcl/^T, rwy^;PCS^a-t2**ffl*t5r^ 

[0 0 7 4] ^tc, 07©7D-^+-h*#jSLT, 
«Sa6«4lC^T, ±iR©^?{i:LT, DVCR5T- 

C»« nfer -f ^ ;i/ 3 y f y 7 *H4 1 * i t Kff t> 
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[00 7 5] DVCR5Ti?£2ftftD I F7n 7 7 
IEEE1394^V7;U/ ! 57 > ^LT, g&gB4fc$3£ 
g^«4T'« > 77^ I C 4 1 fc&t^T, DV 
CR5fr6©D I F7D-y^^§^n, SD'Jy^ I 
C4 0t£^^n5 o SD'Jy^l C4 0W, 77^1 
C 4 1 fr£>©D I F7n<y^^ Jg#, FIFO0P3 9©A 
*3 9Atft»LTB1|«-&* 0 

[0 0 7 6] ^LT, XryfS 1 1 fcftl^T, tb^g|3 
4 4tt, A£lFIF03 9 AlCEfcttlT^Z, gfcc^D 10 
I F7D7^tC{#D^nT^5^^A7x^y7t, 

U ^tl&^Li/^f^^iJSt-So Xf -y/S 1 
llC&t^T, DI F-JuvtlcttlinZtlT^ZZ-lLZ 

KK^t'mznfc^ Xr-y/S 1 ncM§ 0 
[0 0 7 7] £tc, Xr-y7S 1 1 Jcfct^T, D 1 F7 
n^K{#o2nT^5*YAX2y7<!:, -t^;!/* 

3©*^AX£y7£tfl|u^j;£;*ftfcJ§ 
S\ Xry7S 1 2fcl*. JtttflU 4& *<DZ<<L 20 
X^yTWj&PSntVSD 1 F7n 7 ^t, ^©D I 
F^ny^tc-»*M*nT^SWf fkT S/^-y h 
<Df&<D-m*mWZtlT^ZD I F7n>y?£, ATjFI 
F03 9A^5K*fflU -T^r 'y^XfflfflSB 4 5 fcffl* 

[0 0 7 8] JVTVtTjm®* 5tt, Xr>y 7S1 
3lE*(fVC, Jt«ffl4 4*»5©DI F7D7^tC, 

fV^X*WilP2nTi^fr£?fr;&fiJ£U fata^n 
T^fti^, ^©D I F7n-y^ rWvYtim 
4 6fcffl/jU Xr-y/S 1 4fc<fcffS 1 5*X*v7 30 
LT, Xry/S 1 6 tiiCy 0 
[0 0 7 9] ttc, Xtv?S 1 3t*V>T, i±$gfl4 
4fr£©DI F7n-y^t, ^Vr«y *X*H*lilJSftT 
^8fc«J&£ftfc*£, Xr-y/S 1 4fcl# > ^yf 
•y^7Xftffigi54 514, ?©D I F7n-y?{cftftj£ttT 
^Z-tyrvtZttmU CPU3 5fctiJ7Jl/T\ X 
r*y7S 1 5tltf. 

[0080] Xr-y7S 1 5m CPU35ti\ -Ty 
f -y *Xftjfflg|53 5fr£©^y7^Xt*f;Stttt£>n 
Tl^S*-** +-^*';3 7^5W»fflU MPEG 40 
UV£ 1 C3 2fcfflat*. 

[0081] ^L/T, Xr-yT'S 1 6(cl» % /^-yh 
&$g|54 6 (cfel/'»T, ^yf"J^7M\MA 5fr5©D 

I F7*D-y*tf, S©lf5{fcTS/*5rvFfc:£j8Sn, 
MPEG'J V*I C3 2ta*«n*. 

[0082] MPEGU y$ I C3 2tt, CPU35fr 

6^e>©Bg^{CT S/^-y F£\ 17-i 1 C 3 1 fcfltfj 
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